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Figure 1: Aadhaar authentication flow under various scenarios 

 
 

3.2 API Protocol 

Aadhaar authentication service is exposed as stateless service over HTTPS. Usage of open 
data format in XML and widely used protocol such as HTTP allows easy adoption and 
deployment of Aadhaar authentication. To support strong end to end security and avoid 
request tampering and man-in-the-middle attacks, it is essential that encryption of data 
happens at the time of capture on the capture device. 
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